Ipuioxkenue

Cnpaska o Kyoke CTF Poccun 2024

[IpoBenenue copeBHOBaHUM IUTaHHpyeTcs ¢ 26 OkTsOps mo 15 gexabpsa. Yuyactue
OecmuiatHoe. TypHHp BKIIIOYAET CIEAYIOLIUE ITAlbI:

1. Onnaiia-stan B ¢popmate Task-Based — Hauano 26 oktsa6ps B 12:00, okonuanue 27 OKTAOpsS B
12:00 — ygacTByIOT BCE IOIYILIEHHBIE U 3aperucTpupoBannbie Komanasl Ha Perucrpanuonnoi
[Tnatdopme;

2. Oddmnaitn-stan B popmare Attack-Defense — 14 nexabps ¢ 09:00 mo 19:30:

2.1 yaactByror 20 (mBammars) Komana, mo 10 (mecsats) Komann AxageMu4eckoro u
CMelaHHoro 3a4€ToB, IPOLIEAIINX 110 uToram 1 sTana,

2.2 ygactBytoT 10 (mecsats) Komana IllkompHOTO 3auéTa, mpomeqmux mo uroram 1 srama.
[To6enurens nanHoro 3tana noiaydaer Kyook CTF Poccun IlIkonpHOTO 3aueTa;

3. Oddmnaita-stan (buHANBHEI), popMaT aepxutcs B cekpere — 15 mexadps ¢ 09:00 mo 20:00 —
y4actBYIOT 4 (detbipe) Komanas! (o 2 Komanasl Akanemudeckoro u CMeIaHHOTO 3a4€TOB),
npoueamue no uroram 2 sramna. [loGenurens KakJIoro M3 3adeTa JAHHOTO ATama MOJIy4aeT
Ky6ox CTF Poccun cOOTBETCTBYIOIIETO 3aU€Ta.

[Tonsenenue uroros CopeBHOBaHUM OyneT MPOBOAUTHCS MyTeM oObsiBieHus [loOeaurens
HETOCPEJCTBEHHO Toche ero ompeaencHuss u He mno3gHee 20 mexabpst 2024 1. Ha Caiite
CopesHoBanuii. O61mmii npuzoBoit poug — 750 000 pyoiiei.

[To ntoram Broporo stana B (punan KyOka Beixoast 4 komanibl. Ha nanueiif MoMeHT popmar
¢dbuHana AepKUTCS B TallHE U W3BeCTEH ToNbko TexHuueckou rpymnmne KyOka. B pazpaboTke sTana
MPUHUMAIOT Y4acTHE MPeACTaBUTENN KoMaHAbl U3 Tom-10 muposoro peittunra CTFtime, 3agaua
KOTOPBIX — CO371aTh a0COJIOTHO HOBBIN (popMaT B UCTOPUU POCCUICKUX COPEBHOBAHMIA.

CopeBHOBaHMs HallpaBiieHbl Ha onpeaeneHue camoi cuiibHOM CTF komanael B Poccuu u
MPEIOCTABISAIOT BO3MOXHOCTh KOMaHAaM-NMOOEIUTENSIM  pa3HbIX YPOBHEW Cpa3uThCsi C
CWIbHEWIUMU KoMaHnamu Poccuu. B 3TOM Tomy OyayT BBISIBIICHBI JIyYIllM€ KOMaHIBI B TPEX
HOMMHAIIMSIX:

— JIy4Iliasi IKOJIbHAasi KOMaH/1a,
— Jy4uias cTyJeH4YecKas (akagemMuueckas) KoMaHaa,

— JIy4IIasi KOMaHJia MOJIOABIX CIEIUATMCTOB 10 27 JIeT.
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O copeBHoBanusix cepuu CTF

CopesnoBanus cepurt CTF B Poccun npoBosTcs mo MexayHapoaHbsIM npasmiiam Capture
the Flag (CTF). Ouu npoxonsT B (hopMe UTPhl, COPEBHYACH B KOTOPO KOMaH/bl PUOOPETAIOT U
JE€MOHCTPUPYIOT HABBIKA U YMEHUSI B 00JaCTH 3alIUThl MH(POpPMAIMU U HH(OPMATUKH.

OCHOBHOM LIEbI0 COPEBHOBAHUM SIBISIETCS OOMEH OIBITOM M 3HAHUSAMH B c(hepe 3aIuThl
uHpopMalMy, Mpo(ecCHoHaIbHBIH POCT W pa3BUTHE KYyJIbTYphl I[POTrPaMMHUPOBAaHUSA U
IPOEKTUPOBAHUS CUCTEM Y CTYJIEHTOB M MOJIOJBIX YUEHBIX, HHTEPECYIOLINXCS U 3aHUMAIOLIUXCS
0€30MaCHOCThIO0 NH(OPMAIIMOHHBIX CUCTEM.

CopeBHOBaHMS dallle BCEro MPOXOASAT B JBa dTama — MEpBbIA 3Tan (OTOOPOUHBIN)
NpoxoauT B ceTd MHTepHeT 0e3 OorpaHMyeHHs] 4uclia Y4YacTBYIOIIMX KOMaHJ, BTOPOM 3Tarl
(monypunan u ¢QuHAT) OPOXOAUT C OYHBIM YYaCTHEM JIYYIIUX KOMaHJ, BBIOPAHHBIX I10
pe3yapTaTaM dTara oToopa.

Ha BTOpOoM »3Tame KoMaHAaM IPeNOCTaBISAIOTCS HACHTUYHBIE CEpBEpbl, Ha KOTOPBIX
paboTaloT CeTeBbIe CEPBUCHI C 3apaHee MOATOTOBICHHBIMH ys3BUMOCTAMU. Ha MOMeHT Hauana
UTPBI cepBepa KOMaH/{ UIEHTUYHBI. 3aJ]aul YYaCTHUKOB: MOJIZIEPKUBATH CBOM CEPBUCHI B pabouem
COCTOSIHUH, MPEAOTBpAIasi HOMBITKH BTOP>KEHUS, IPOBOAUTH aTaKu Ha cepBepa APYTruX KOMaH] €
1enblo «3axpara (aaros». Komanaam HeoOX0aMMO OOHAPYKUTh YA3BUMOCTH Ha CBOEM CepBepe U
MOTIBITATHCS 3aKPBITh UX, HE HAPYUIUB pabOTOCTIOCOOHOCTH CEPBUCOB. B TO e BpeMsi, HCTIONb3Ys
3HAHMSI O HAMJIEHHBIX YSI3BUMOCTSIX, CTAHOBUTCS BO3MOXKHBIM ITPOBECTH aTaKU Ha CepBepa APYrux
komaH/. [Ipu mpoBeneHun atak Ha cepBep, KOMaHAa JIOKHA OOONWTH MEXaHU3M 0€30MacCHOCTH
CepBHCa U «3aXBaTUTh (¢uiar» (HEKOTOPYI MPUBATHYIO HH(OPMAIMIO), ACCOLMUPOBAHHBIA C
JaHHBIM CEPBUCOM. 3a OTIPABKY MOJIYYEHHBIX «(JaroB» Ha cepBep KIOPU KOMaHAbI MOJIY4arOT
OasIbL.

Bo Bpems urpsl KIOpU NpOBEPSET Yy BCEX KOMaHJ KOPPEKTHOE (PYHKIMOHMPOBAHUE
CEpBUCOB, YCTaHABJIMBAECT HOBBIE (UIard W MPOBEpSET HAIUYME YK€ YCTAaHOBJICHHBIX, a TaKKe
OTCIIC)KMBAET, Ha KaKUE€ CEPBHUCHI OBLIM MPOBEACHBI aTaku, MPUHUMAs 3axBadeHHbIE (jaru oT
KOMaHJI.

bamnel HauncngroTca KOMaHIe:

— 32 KOPPEKTHOE (PYHKIIMOHUPOBAHHE COOCTBEHHBIX CEPBHCOB;

— 3a 3axBaT (py1aroB ¢ CEpPBUCOB APYTUX KOMAH];
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— 3a BBINIOJIHEHHUE JOTIOJIHUTENbHBIX 3a/1aHUN;

— 0COOBIM PEIICHHUEM KIOPU.

BMmecrte ¢ copeBHOBaHMSIMHU MPOBOASATCS O00ydarolue CEMUHAPhl U APYrHe TEMaTUYECKUE
MEPOIPUATHS, a TAKKE 3aYUTBHIBAIOTCS JOKJIA/bI, TOCBALICHHBIE PA3JIUYHBIM BOIIPOCAM 3alUTHI
uH(popmanuu. JloknaquuKkaMy BBICTYNAIOT KaK CAaMH CTYAEHTHI, MPOIIEIIINE NPEIBAPUTEIbHbII
KOHKYPCHBII OTOOp JTOKJIa 0B, TaK U MPUTJIAIIeHHbIEe I'YpY HHPOPMAIIMOHHONW 6€3011aCHOCTH.

Lenp: HapamuyBanue 4enoBeuecKoro NoTeHIMana JUisl y4acTus B IJ100anbHOM NOJUTHKE B
oonactu UKT (manmpoekr «lludpoBas skoHOMHKa»), ¢ OCOOBIM YIOpPOM Ha YIyYIIEHHE
K1OepOe30MacHOCTH U Y4acTusl B CYIIECTBYIOLINX HHCTUTYTaxX yInpasiieHUs: IHTepHeT.

OxunaeMble pe3ysbTaThl:

— YKperieHne KOOpANHALMY U YCTOMYMBOTO HAllMOHAJIIBHOTO U PETMOHAIIBHOTO MTOIX0/10B
K KuObep0e30macHOCTH;

— Iloanepkka MHCTUTYLHIHOHAJIBHBIX U OPTaHU3ALMOHHBIX MEXAHU3MOB Ha HAIIMOHAJIBHOM
U PErMOHAJILHOM YPOBHSX JUI 3(()EeKTUBHOTO OCYIIECTBIIEHUS CTpAaTErnu Kubepoe30mnacHoCTY;

— @opmupoBaHUE KagpOBOr0 IMMOTEHLOHANA Uil pEAIM3alMU 33a0ad B HALIPOEKTE
«udpoas sKOHOMUKA».

B pamkax CTF nBuyxeHus BBICTpaWBaeTCs MATUYPOBHEBAs CUCTEMA, /1€ IEPBBI YPOBEHb
— DTO MEXIAYHapOJHBIE COPEBHOBAHUS, BTOPOM — BCEPOCCHUMCKHE, TPETUH — COPEBHOBAHUSA
(benepanbHOro ypOBHS, YETBEPTHI YPOBEHb — 3TO COPEBHOBAHMS HA YPOBHE CYOBEKTOB, MATHIH
YPOBEHb — 3TO JIOKaJIbHbIE COPEBHOBAHUS HAa YPOBHE OT/AEIbHBIX YU€OHBIX 3aBEICHUH.

Opranuzaropamu CTF copeBHoBaHuii B Poccuu BBICTYNAOT:

— IlIxonbHBIE W pEruoHAIbHBIE COPEBHOBaHUA NPoBOIAT BY3bel coBMeCTHO cC
Accornpanue pykoBojauTeneH Ciyk0 uWHOpPMAIMOHHON O€30MacHOCTH TIPH  TOJICPIKKE
AJMUHUCTpaLUU CYOBEKTOB;

— MexayHapo/iHbIe MEXBY30BCKHE copeBHOBaHus 1o 3ammte uHopmaruun RuCTF u
MexayHapoaHbeie copeBHOBaHMS RuCTF mnpoBogut xomanma u3 Ypanbckoro denepanbHOro
YHHUBEpCUTeTa U Accoluanus pyKOBOAUTENEH CIIyX0 HH(POPMAIIMOHHON O€3011acHOCTH;

— Ky60k CTF u Jletntoro mkony Poccun mpoBoauT Accoruarusi pyKOBOJUTENEH CITykKO
uH(pOpMaLIMOHHOM Oe3omacHoCTH MpH nojaepxkke Munodoponsl Poccun, MunoOpnayku Poccun,

Munkomcsszu Poccuu, U PAH, ®enepanbHoil cayKObl IO TEXHHYECKOMY U AKCIIOPTHOMY
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koHTpoto (PCTIK Poccun), Denepanbuoro YuedHo-metonuueckoro oobeannenust (GYMO) o
oOpazoBaHuio B oOjacTu HWHOOPMAIMOHHONW O€30MaCHOCTH BBICIIMX Y4YEOHBIX 3aBEJECHUN
Poccuiickoit ®enepaunu u no cornacoBanuto ¢ ®Ch Poccun, Takxke K y4acTUIO NPUTIIAIAIOTCS
kommanuu peiHka UT u Ub.

B Poccun nannble copeBHOBaHHS MpoxomsiT yxe 19 jer. B atom romy B BochMoOl pa3s
npoBoauTcs npoekT Kybok CTF Poccun, Ha KOTOpBIN IpUTITalIaloTcsi KOMaH bl TOOETUTENN BCEX

yp0BHeﬁ, KaK CTYACHYCCKUX, TaK U IIKOJIbHBIX COpeBHOBaHHﬁ.

IIpocBeTHTEIBCTBO

3amaHusl TOCTPOEHBI TaKUM 00pa3oM, YTO OTBET JIEKHUT HE Ha MoBepxHOCTH. Cucremy
MO>KHO CpPaBHUTbH C PYCCKUMHU MaTpenIKaMu: 4ToObl JOWTHU 10 caMOil MajeHbKOM, HE0OX0IUMO
OTKpPBITh U JJOCTaTh BCE OCTallbHbIE. B mporiecce Urpsl ydacTHUKaMu MPOCMATPUBAETCS OTPOMHBIN
MaccuB MH(pOpMaIUK, U JJIs NMOMCKA MPAaBUIBLHOTO OTBETa TPeOyeTcsl y3HATh BCE MPEbIIyIINE
I1ary.

Takum o6pazom, CTF — 3T0 He mpocTo Urpa, 3T0 00yUYaOIIHKA ITPOIIECC, BO BpeMs KOTOPOTO
YYAaCTHUKHM YCBauMBaIOT HEOOXoAMMYI0 HHpopmanuio ObicTpee U 3PQdeKTUBHEE OOBIYHBIX

06p330BaTeJIBHLIX IIpoLecCCOB.

IMaTpuoTHyeckoe BOCIUTAHUE

K 3amauam oOecriedeHUs] MaKCHMaJbHOW JIOCTYITHOCTH KA4€CTBEHHOTO OOYy4YeHHS U
BOCIIUTAHMS, KYJIbTYPHOTO Pa3BUTHS JIMYHOCTU PeOEHKA OTHECEHO coryiacHo 4. 2 i1, 3 CtpaTeruu
Hay4HO-TE€XHOoJIorn4yeckoro pa3Butusi Poccuiickoit @enepanun (Yka3 Ilpesuaenta Pocculickoii
Oenepanun ot 28.02.2024 Ne 145):

— obecrieueHue ycloOBUM AJisl BBISBJICHUS M Pa3BUTHs TaJaHTJIMBBIX JIeTed M JleTed co
CKPBITOM OJJApPEHHOCTHIO HE3aBUCUMO OT C(hephl OJAPEHHOCTH, MECTA KUTEIHCTBA M «COIMAIILHO-
MMYILECTBEHHOTO TMOJIOKEHUS HX CeMel», a TaKkKe «pPa3BUTHE CHUCTEMbl JTOMOJHUTENIbHBIX
00pa30BaTeNbHBIX YCIYr Ha OecIiaTHONH OCHOBE, MH(PACTPYKTYPHI TBOPUYECKOTO DPA3BUTHS U
BOCIIMTAHUS JACTEH»;

— ¢dopMHUpOBaHHE y TOPACTAIOIIETO TTOKOJIEHUSI HDABCTBEHHBIX IIEHHOCTEH, KYIbTYPHOU
UJCHTHYHOCTH, KOMMYHHUKATHBHOM  KOMIIETCHIIMHM, CIIOCOOHOCTEH K  OTBETCTBEHHOMY

CaMOOITIPCACIICHUIO,
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— JIOTMOJHUTENbHOE 00pa3oBaHUE MPHU3BAHO OOECIEUMBAThH AJaNTallMI0 JETeH B KU3HU
oOmiecTBa, a Takke CIOCOOCTBOBATh MPOGECCHOHATLHON OpUEHTAIMU PEOCHKA, BBISBIATH U
OCYIIECTBIIATh MOJEPKKY ACTEH, IPOSIBUBIINUX BBIJAIONINECS CIOCOOHOCTH B MH(POPMAITMOHHBIX
TEXHOJIOTHUSIX.

B pamkax wmepornpusaTHii opraHuzaTOpaMH yaenseTrcss oco0oe BHHMAaHHE BOIpOcaM
MATPUOTUYECKOTO BOCTIMTAHUS MOJIOZOTO MOKOJICHHS M BOCIIUTAHUSI YYBCTBA OTBETCTBEHHOCTH 32
oynyuee Poccun, a Taxoke GOpMUPOBAHUIO STUYECKUX HOPM 0€30MMaCHOTO UCTIOIH30BAHUIO HOBBIX
MH()OPMAIIMOHHO-KOMMYHHUKAIITMOHHBIX ~ TEXHOJOTUM BO  HUCIOJHEHHUE  TOCYJIapCTBEHHOMU
nporpammsbl "[laTproTnueckoe BocnuTaHue rpaxaaH Poccuiickoit @eneparuu Ha 2021 — 2024
roasr".

JlaHHbIe MEpONPUSITHS MPOBOIATCS BO McHoidHeHUEe «[IpropuTeTHBIX MpOoOieM HayYHBIX
uccienoBaHuii B oOnactu oOecnedeHuss UHGOpMalLMOHHOW Oe3omacHocTH Poccuiickoit
Oenepanuny, yrBepkaeHHbIX CoBeToM be3onacHoctu Poccutickoit @enepanuu 7 mapta 2008 r.
Y HalpaBJICHHBIX Ha!

— HCCJIEIOBaHKUE MPOOJIEM HCIOJBb30BaHUS B OOpa30BaTEIbHOM IMPOIECCE JACIOBBIX M
CHEIMAIBHBIX UCCIIEA0BATEIBCKUX UTP MO MH(POPMAIIMOHHOM 6€301aCHOCTH;

— HUCcre0BaHue po0eM 0OecTiedeHus MOArOTOBKH KaIpoB M0 mpobiieMe 0e30MacHOCTH
KPUTUYECKH  BAXKHBIX  WH(OPMAIMOHHO-TEIEKOMMYHHKAIIMOHHBIX ~ CHCTEM, pa3paboTka
(KOppeKTUPOBKA) MPOrpamMm MOATOTOBKHU KaJpOB B 001aCTH TEXHUYECKOHN 3alUThl HHPOPMALIUH C
y4eTOM CHelU(pUKHA PEIICHHsI dTOH 3a1a4u.

Bo wucnomunenune «OCHOBHBIX HaIpaBICHUN TOCYJapCTBEHHOW MOJUTUKH B 00JIacTH
obecrieueHnsi 6E30MACHOCTH aBTOMATHU3UPOBAHHBIX CUCTEM YIIPaBIEHUS MPOU3BOJICTBEHHBIMU U
TEXHOJIOTUYECKUMHU TMPOIIECCaMU KPUTUYECKH BaXKHBIX 00BEKTOB MH(ppacTpykTypsl Poccuiickoit
Odenepannn» B yacTd «OCHOBHBIX 33/1ad MO COBEPIICHCTBOBAHUIO 00pa3oBaHUsl, MOATOTOBKH U
MOBBINIEHUS KBATH(UKAIIUY KaJPOB B 001acTH 0OecieueHnst 6€301MacHOCTH aBTOMAaTH3UPOBAHHBIX
CHUCTEM YIPABJICHHUS KPUTHYECKH BaXKHBIX OOBEKTOB Ha 0aze MpOQUIBHBIX 00pa30BaTEIbHBIX
VUpPEXKJACHUA W TOBBIIMICHUIO OOIIET0 YPOBHS KYJNbTYpPhl WH(OPMAIIMOHHON O0€301MacHOCTH
TpaXxaany.

A Taxxe Bo ucnoiaHenue ykasa [Ipesunenta Poccuiickoit @eneparuu ot 07.05.2024 Ne 309

«O HauuoHanbHBIX 1ensx pa3Butus Poccuiickoit @enepanuu Ha nepuon no 2030 roxga u Ha
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ACCOUMAUUS PYKOBORMTENER CAYNE
MHOOPMALMOKHON BEIONACHOCTH

nepcnekTuBy 10 2036 roga», KOTOPHIN aKIEHTUPYET BHUMAHUE HA HEOOXOAMMOCTH MOBBIIICHUS

KadycCTBa 06p330BaHI/IH " IIOATOTOBKU KaAPOB B obnactu I/IH(i)OpMaHHOHHOﬁ 0e301acCHOCTH.
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